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Abbreviations and Acronyms

AlIS
ANSI
ATA
ATD
AUT
COMSAR
CRC
DSS
DTD
EC

EDI
EDIFACT
EIS
EMSA
ERI
ETA
ETD
ETV

EU

FAL
FTP
HAZMAT
HNS
HTML
ICAO
ICC

ICS
IMDG Code
IMO
IPA

ISO
LRIT
MarNIS
MAS
MOS
MRCC
NSW
OPRC
OSP
PAN
PEP
PCS
PCCS
PDN
PDP
PSW
SAR
SGML
SITREP
SSN

Automatic Identification System

American National Standards Institute
Actual Time of Arrival

Actual Time of Departure

Authority

Sub- Committee on Radiocommunication and®eand Rescue (of IMO)
Cross Reference Check

Decision Support System

Document Type Definition

European Commission

Electronic Data Interchange

Electronic Data Interchange for Adminisioast, Commerce, and Transport
European Index Server (of SSN)

European Maritime Safety Agency
Electronic Reporting International
Estimated Time of Arrival

Estimated Time of Departure

Emergency Towing Vessel

European Union

Facilitation Committee of IMO

File Transfer Protocol
Hazardous Material

Hazardous or Noxious Substances
HyperText Markup Language

International Civil Aeronautics Organization
International Chamber of Commerce
International Chamber of Shipping
International Maritime Dangerous Goodsl€o
International Maritime Organization
Inter-Port Agencies

International Organization for Standardization
Long Range Identification and Tracking
Maritime Navigation Information Services
Maritime Assistance Services

Maritime Operational Services

Maritime Rescue Co-ordination Centre
National Single Window

Oil Pollution Response and Co-operation
Operators and Service Providers

(Pre) Arrival Notification

(Pre) Entry Profile

Port Community System

Port Commercial Community System
(Pre) Departure Notification

(Pre) Departure Profile

Port Single Window

Search and Rescue

Standard Generalized Markup Language
Situation Report

SafeSeaNet
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SSN++ extended SafeSeaNet (according MarNIS concept
SW Single Window

TDED Transport Date Element Dictionary

TDI Trade Data Interchange

™ Transport Managers

UMM Unified Modelling Methodology

UNCTAD United Nations Conference on Trade and Depelent
VAN Value Added Network

VTM Vessel Traffic Management

VTS Vessel Traffic Services

W3C World Wide Web Consortium

WCO Eorld Customs Organisation

XML eXtensible Markup Language
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1. Objectives

Within the IMO important steps have been takenimgirdsh the administrative burden of all sorts of
documents that have to be filled in and transfemiedhe different authorities in each different
country. The FAL Convention is one of those resiMsich time and therefore money is saved by
ship owners and terminals simplifying these kinfigpimcedures. Evolving information technology
opens up the possibility to set a next step indhisction.

A number of member States are already implementingpnsidering, the use of Single Windows to

handle all Authority bound reporting requiremenihese are taking on different forms and

considering the need, and benefit, to introducai@@ean-wide approach, the level of development
and purpose for which they are being built willdmnsidered in a number of regions. Other than the
development of Single Windows on a national levgl \arious member States, the Customs
organizations are currently developing a Europeast@ns Single Window. The impact and potential

cooperation between Customs and the maritime Altig®icharged with safety related issues will be

considered.

SafeSeaNet currently acts as an index server, ialipthe authorized user to find information on
notifications, cargo manifests, voyage history amident history. Basic data is held within the SSN
system whilst contact points are provided for fartinformation on for example dangerous or
hazardous goods. The MarNIS concept envisages@ansion and strengthening of the role of SSN
into the so-called SSN++, providing a more effitisarvice through the SSN++ Core and the SSN++
Portal leading to more added-value through the igeioe of notifications to coastal authorities on
ships likely to pass through their areas of juddn as well as consolidate reports to all authesi
Connections to the National Single Windows (NSWJl dme SSN++ Core, being the central server
system, will consist of an European Index ServdS)YERequest and Response (R and R) server,
voyage plan server, Long Range Identification aratKing (LRIT) database, retrieval of information
and SITREPS on lost containers, on-going SAR oeraiand update of Estimated Time of Arrival
(ETA) messages. In addition to dedicated datab8S#++ also has access to reference databases
such as Equasis. The SSN++ Portal consists of Himal Single Window (NSW), this being the
gateway for users to provide and receive the in&bion.

SafeSeaNet (SSN), as established following theodioiztion of the Vessel Traffic Monitoring
Directive (2002/59/EC), has experienced mixed ss&da achieving a harmonised and effective
information management between member States. Guése “upgrades” of SSN are yet to be
proven in their success however with the emergen&ingle Windows it is envisaged that the role of
SSN has the opportunity to become more prominedt affer more value-added services. Any
reporting requirements should consider the minimeporting burden being placed on the Master and
to this end a review will be made of current rejpgrtrequirements and the potential impact of the
combination of Single Windows and a more “userrftily” SSN.

The objectives of this study are:
e To review current practice with respect individaq@mber State reporting requirements;
e To analyse reporting requirements in terms of curirgternational and European legislation,
regulations and Directives, taking previous studiea starting point;
* To assess the potential impact of a new reportingtsire in line with the principle of Single
Windows and the distribution of data between membBgates through an enhanced
SafeSeaNet;
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* To assess the potential impact of this new repgrstructure on the wider issue of e-
Maritime.

2. Target Stakeholders

« Policy makers interested in rationalisation or hamisation of regulatory requirements and
interactions between regulation enforcement auikeri

* Maritime Administrations;

e Authorities requiring pre-reporting from shipping;

* SAR, OPRC and MAS services;

e Ship Masters;

e Port Authorities (safety and security related);

e Port Community System operators, Agents.

3. Glossary terms

Single Window: A facility that allows parties inw@d in trade and transport to lodge standardized
information and documents with a single entry pamffulfil all import, export and transit related
requirements. (UNECE Recommendation 33)

SafeSeaNet: Designed and developed in responséetaequirements of EU maritime safety
legislation (Directive 2002/59) and is linked torpavaste reception and Port State Control initediv
The SSN Central Index acts as a secure “yellow faype index, which supports the exchange of
data between users who are either identified aa pedviders or as data requesters. The Local
Competent Authorities (ie port, coastal station, AR etc.), as data providers, should notify SSN, as
a data requester, when information has been reteie particular ship. Messages are exchanged in
XML format. (EMSA)

4. Approach

It is widely recognised that there is a high burdgnreporting placed on the combination of
Master/Agent/Shipowner for reporting informationrtpéning to the vessel, it's cargo and intended
voyage to numerous authorities when entering attidg@n EU waters. These requirements are borne
out of international and European regulations ab agespecific national and local (port) legislatio
and regulations. A review will be made of all cutreeporting requirements for vessels entering EU
waters, departing from an EU port and sailing betwevo EU ports. This review will consider both
the data content and means of transmission/receipiatrix highlighting the duplication of reporting
as well as the often perceived superfluous rempriiequirements currently placed on the
Master/Agent/Shipowner will be provided, using destton of a number of member States to
highlight the sometimes individual nature of spiediéporting requirements.

Adopting the concept of national Single Windows &r member States will not only impact the
manner in which data is reported to the authoriigsalso the way in which this data is distributed
and made available to the various authorities, ethleging not only the “traditional” maritime
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authorities but also authorities such as customsnigration and health. To this end an impact
assessment will be conducted detailing the varampects that would be affected by the adoption of
such a concept.

A new reporting structure under the auspices ofitiiae Information Management would not only
have an affect on but is also envisaged to haveetrhing benefits for the further development of
initiatives such as e-Maritime. To this end an assent will be made of the potential for contribati

in facilitating e-Maritime principles.

All works conducted in this specific study will lecussed on comparison of current practice and
concepts and initiatives developed from relevantogean, regional and national research and
development programmes having the common aim tplginreporting and provide pan-European
solutions.

In this first phase an inventory is made with respirrent practice towards reporting requirements
and the development of the Single Window concepis Torms the basis on which the potential
impact of Maritime Information Management can hamehe wider issue of e-Maritime.

5. Key areas addressed

5.1. Reporting Requirements

The differences between ports in terms of infororationtents are relatively minor. It is more osles
the same exchanges that take place and the cafitdr® messages are also more or less identical. In
part this is a result of the work done by the IM&ilitation committee (IMO FAL) and by UN/ECE
on development of standardised electronic and pdparments. However, there is a large amount of
non-standardised documents in use and ports/ceamnteiquire different procedures. There are also
some differences regarding the “non-operative” duents. Often these documents, for example the
International Measurement Letter, Rat Certificatdaritime Declaration of Health and the
International Tonnage Certificate, only need tdkbpt onboard in most cases, while the master need
to provide them to port in other cases. The follayissues are noted:

Documents are translated into national languadeee bilingual wording;

Documents are adjusted to specific port or shipporgpany;

Documents are not filled in correctly;

Documents still need to be sent as a paper copgrire ports;

Documents exist only for historical reasons andstweed in a bookshelf without having other
purposes than the possibility to use for a contrthe future.

As a consequence, there is a significant potetatimhprove the situation by simplifying the process

of sending information from ship to shore, and Isjng available data from shore based sources.
Future evolutions should be much more geared tawvhadmonisation of practices and simplifying
existing obligations at European level, rather thamards the introduction of new regulations and
requirements. Even though these are minor diffeiticere do not seem to be any practical reasons
why European ports could not use the same messatareges and the same message contents for
ship clearance.

The main requirement is a better harmonisation gntlo@ documents, in terms of:
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The utilisation of standardised IMO documents irglisi;

Better use of electronic messages particularly ¢oeabwith a single window system for
common reporting and access to information in otdeeduce the manual work filling out
paper copies;

Better communication between the different involveatties in order to obtain a more
common view and increase the understanding of eik;

Higher quality data collection for better statistid@ he statistical data for strategic planning is
not as good as it could be;

Improved coordination between the public authasitregarding their public information
needs;

Information should be given only once, which metrat procedures and processes will need
to be harmonised and standardised to ensure a corangerstanding of the details of the
information that has to be provided.

Apart from customs clearance of cargo and loadimydischarge instructions for container and RoRo
ships, it is clear that the amount of informatiaeded for ship clearance is not yet very larges Thi
may change, as information needs grow rapidly. Mofcthe complexity is in the several ways that
these data items are put together in individualsagss sent to different actors both on land and on
the ship. Therefore, there are overlapping infoiomatcontents, which imply that the same
information needs to be sent more than once terdifit actors.

One problem is that there is often data to be lemhdbming from different sources and sometimes
not correlated. For example, the information conitey a container number can flow in a terminal
information system from the ship owner, from theergwho handles it commercially, from the
customs agent who is in charge of the customsaiear, from the trucker who will pick it up, etc.
These data can arrive in different moments, togetigh other related relevant issues (e.g. the
container weight) that can disagree with the otesady received. This problem could be reduced if
all information exchanges should be structuredmioaised and monitored so that consistence is
enforced.

Furthermore, one of the most relevant problem$iéscoordination among the information sources
received automatically and those inserted or medifnanually. Even when a system is prepared to
accept document automatically, sometimes the iogelis not successful due to the data and
document format.

5.1.1. Data requirements

As previously stated a large number of informatiaté items have to be reported by the
master/agent/operator numerous times to differetttoaities. A review has been made of all relevant
reporting requirements for vessels entering or disjgpEuropean ports or entering European waters
according European Directives and international @)MConventions, Resolutions and Codes. It
should be noted that these requirements are thignomm requirements, and local and national rules
and regulations may require for more information.

The following international instruments of the Imtational Maritime Organisation (IMO) have
analysed:

* FAL 1 - IMO General Declaration
* FAL 2 - IMO Cargo Declaration - arrival
* FAL 2 - IMO Cargo Declaration - departure
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* FAL 3 - Ship's stores - arrival

* FAL 3 - Ship's stores - departure

* FAL 4 - IMO Crew effects declaration
* FALS5-IMO Crew list

* FAL 6 - IMO Passenger list

* FAL 7 - Dangerous Goods manifest
*+ CSR - Continuous Synopsis Record
* ISPS - BERMAN, MSC/1130

* IMO A.960 Pilot request

* Bulk loading/unloading (BLU) code

+ COMSAR 10 Ship reporting in XML

* UNR11 - Multimode dangerous goods

The following international instruments of the Imational Labour Organisation (ILO) have
analysed:

* |LO Seafarers ldentity Documents Convention (Rel/2@03)

Reporting requirements for the following EU Direets and regulations have been analysed:

* 2009/16/EC - Port State Control

e 1998/41/EC - Passenger Lists

» 2000/59/EC - Port Reception

e 2001/96/EC - Safe Loading/Unloading

e 1998/18/EC incl. 2003/24/EC+2003/25/EC amendmeBfety Passenger Ships

e 1999/35/EC - Stability RoRo

e 2002/59/EC — Vessel Traffic Monitoring and Inforioat System

e 2009/17/EC — Vessel Traffic Monitoring and Inforioat System (amendment to
2002/59/EC)

* Regulation 725/2004 - enhancing ship and portitgckcurity

Consdieration was also made of the SafeSeaNet gessgzamely:

» Port Notification
* Ship Notification
* HazMat Notification
» Security Notification

The analysis has been conducted for the followatggories of information:

*  Ship Identity

» Class and Certificates

¢ Ship Contacts

e Ship Particulars

e Security Data

e Cargo and Passenger Overview
* Voyage Data

* Crew Data

e Passenger Data

e General Cargo Data
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* Dangerous Cargo Data

*» Waste

* Service (requests, e.g. bunkers, tug etc.)
¢ Vessel Operation Data

In the following table the various bodies providitige reporting requirements have been grouped
under “IMO and ILO Documents”, “SafeSeaNet messagesl “EU Directives”. The documents
considered are in line with those previously merga above. The table illustrates the duplication of
data elements being reported. The example givéar ivoyage data”; the data elements required and
the total numbers of occurrences per category lamenrs. Form this it can be seen that the e.g. the
Estimated Time of Arrival (ETA) is required in nevfer than 6 International, 3 SafeSeaNet and 4 EU
Directive reports.

-Z -
= e s 3 <
< 8 = © E B c = = c < =
+ =] o > ‘ © ey 3 O o e ()
2| <« | o S| < | ol| £ E Sl | 5|8l c| 5] &%
= = E S = = S £ Q 3 e & 2 8 = 5
> < < = w w o o e o Q w o a > 2
2 5 2 £ S = © S o 2 = ©
= 3 ] S | @ S & 5| 5| < )
2 S B B g ° S
s e &
o
IMO and ILO
documents 2 6 5 1 6 5 2 7 7 4 7 2 2 2 2 0
SafeSeaNet 0 3 2 0 3 2 0 3 3 1 0 0 0 1 0 0
EU Directives 0 4 3 0 4 3 2 2 4 0 1 0 2 0 0
Total Occurances 2 13 10 1 13 10 3 12 12 9 7 3 2 5 2 0

Voyage Data Requirements — per category

The same exercise has been conducted for eacheofategories of information per individual
international reporting requirement or Directive.

From the analysis it can be seen that certain nmition is requested on multiple occasions, creating
duplication for the master/agent/operator respéadidr reporting the information. It is clear that
the reduction in reporting burden on the masté¢o ise realised then there is a need to rationtiise
reporting requirements and/or develop means whemfgymation can be reported to a central
location once and then redistributed to the relesathority.

Of course it is recognised that the different répavill often be meant for a different authority,
however this is not always the case and even thematgument for a centralised collection and
distribution point, such as a Single Window, gtilds.

If we are to consider the same information, “voydgé”, for just one of the Directives, 2002/59/EC
(the Vessel Traffic Monitoring and Information Ssist Directive) including its amendment
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2009/17/EC, it is interesting to note that evenhimitthe same Directive certain data elements are
required more than once:

= e | 5 2 _ -
£ g El €| 5| &8|c|2|8|%)z
2002/59/EC + S|l cle|&|c|e| 8| 8|25 52| 8|38 c¢
2009/17/EC sl << | 2|85 3|8l 8|8 %| &|s]| ] 2
£ 3 s | 5| 2| S| s|283|5|| 5| 8
g Sl L =T I SR I - R 8
: & £
(&)
Art. 4 - 24h Notification
Art. 5 - Mandatory
Reporting Scheme X X X X X
Art. 10 - VDR Info X X X X
Art. 13- DG
Notification
Art. 17(1) -
Incident/Accident
report X X X X X X X
Art. 18 - adverse
meteo/hydro (to
company) X X X X
Art. 19 - ISM
incident/accident
report
2009/17/EC - Art. 19(2)
- DG info
Total Occurances 0 3 2 0 3 2 0 2 2 4 0 0 0 2 0 0

Voyage Data Requirements — 2002/59/EC & 2009/17/EC

The analysis has been conducted for a total ofdiff@rent data elements. When considering the
data/information required it may also be asked wérgain authorities require certain information. It
would appear that rationalising the actual dataiireqents of certain authorities to jus that dat t
they require in order to perform their tasks maadléo a reduction in the reporting burden.

5.1.2. Reporting standards

In the course of the last decade a lot of initedivand standards have been developed which are
presently used throughout the maritime industryesenshould be used whenever possible to ensure a
harmonised and practical European approach:

« The IMO FAL Convention on the facilitation of Inteational Maritime Traffic: the purpose is
to facilitate maritime transport by simplifying amainimizing the formalities, documentary
requirements and procedures associated with thakrstay and departure of ships engaged
in international voyages. The IMO has published@loenpendium on e-Business containing
recommendations for the format of the electronicssages replacing the respective FAL
Forms. The EU has taken over the various FAL doauisnas European standards since a
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number of years. Thus messages related to vesselheir voyages, which are addressed to
single windows shall combine FAL forms in whicheweay is required by each of these

single windows; moreover, if a single message ftbm master was required, it could be

study the possibility of assembling these FAL Foffeneral Declaration, Cargo declaration,
Ship’s stores declaration, Crew's effects declaratiCrew list, Passenger list, Dangerous
goods manifest) into a single EDI/XML message;

« The UNECE & UNCEFACT developments: the UNTDED antl/EDIFACT syntax and
standards messages together with XML and othera@vents will ensure that practical and
pragmatic solutions can be used and recommendezhhive been tested and are being used
in shipping around the world. Shipping represenisd ICS (International Chamber of
Shipping), together with international trade orgations such as ICC (International Chamber
of Commerce) were among the very first internatiom@anisations totally committed on
setting up international standards for the excharigiata electronically. This is shown in the
amount of available standard documents, messagesodes and references;

« The various Customs Conventions of the WCO: thet&y@onvention which deals with the
simplification and harmonisation of Customs proceduthe HNS Convention which deals
with the harmonised system which is used for cigisgj goods and other initiatives such as
recommendations on the safeguarding of integritytae G8 WCO data model on the import
and export of goods. DG Taxud (European Customanisgtion) adheres to all the various
conventions of the WCO;

« The various projects and initiatives for inlanderitransport throughout Europe: quite a few
standards and recommended practices have beeropesieds a part of projects such as
COMPRIS, INDRIS, INCARNATION, WATERMAN and as paof directives such as RIS
(River Information Services) and others; these ddails mostly based on standards used in
the maritime environment (ocean shipping) haveddaken into account. Examples are the
ERI (Electronic Reporting International working gp) set of messages and codes such as the
message (set of information elements) to conveygelaus goods information and the
messages in line with the FAL convention for cremd gpassenger lists, ships stores
declaration and general declaration. Moreover agth consider the manifest based on the
Customs requirements covering also the requirenfentkie reporting of waste materials on
board to police and port authorities;

« The PROTECT initiatives: the PROTECT group of Ewap ports have developed
implementation manuals to ensure common usage df rBssages regarding dangerous
goods (IFTDGN used for the IMO FAL message guidefor dangerous goods and WASDIS
whilst also the BERMAN implementation guide is lzpofeveloped as a means to indicate the
ISPS code and similar requirements before thearofva vessel;

« The HAZMAT directive: it has led to a number of pitslities and requests to exchange data
on hazardous materials electronically and also ladireavailable information should be
combined in such way that the results are goodpaagmatic solutions which are and can be
used for data exchange between the parties involmedhipping throughout Europe.
Therefore, relations between documents submittetheovarious administrations shall be
studied; so suitable links between them can beblkesti@d. For instance, and just as a
hypothetical example, it could be decided to limngerous goods notifications (on board) to
customs manifest through ship call request numbers.
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It is also quite clear that also the informatioml aolutions used in the standards of the vario@s 1S
TC's, such as ISO TC 154 and ISO TC8 but also ISD1D4 should be available and wherever
possible used together and combined with all oteelhnologies such as AIS and other automated
identification information such as tags on contaseals.

EDI (Electronic Data Interchange) through the use ., UN/EDIFACT or XML is on the increase.
However, many systems still require significant o&nchecks of data and general human
intervention due to lack of unified standards fatadformats. This is particularly evident in the
increasing use of newly developed XML standardsamgeshould be taken to strongly encourage
increased standardisation in this area, e.g., bagethe already existing TDED (Transport Date
Element Dictionary) standard as maintained by UNFEET and in ISO 7372.

Classifications and code lists shall be used tohighest possible extent, notably in order to avoid
special work to be done for the assembling and t@aimce of new code lists. This notably concerns
the IMO ship identification number (IMO), ERI shigientification number, the UN dangerous goods
number (UNDG), the International Maritime Danger@sods code (IMDG), the UN code for trade
and transport locations (UN/LOCODE), the HS WCO eddiarmonized Commodity Coding
System), etc.

A uniform European approach should lead to simgdifon and harmonisation of information
exchanged between all parties involved in the ma@onal maritime industry and based on actual
requirements and taking into account the variowudit@ion agreements and the possibilities and
developments in IT to ensure that the right infdiomaends up with the right parties at the righid;j

but simplifying the information in a progressivevd®pment that shall us to get the knowledge
necessary to separate the precise and common miornfor all the participants. Therefore, the data
excess is not a big problem as it would be thetagerof them.

5.1.2.1. Electronic data interchange

In the 70's, most operations performed in a Porewsapported by IT solutions, in various degrees of
complexity and to varying degrees of the usergs&attion. It was then clear that one of the gr&tate
problems was the huge amount of information thdttbabe handled by a single application, and the
introduction of such quantity of data into an elecic system.

Then, the concept of EDI starts to take the sc&md. (Electronic Data Interchange) means the

automated exchange of data among different infaomatystems without any human intervention. It

was immediately clear that the exchange would teeen successful only if the data were “written”

in a predefined and structured format, so that lsytems would have been able to understand
automatically the contents in other words Standéodsdata were needed to ensure this common
understanding.

In order to facilitate this procedure, the Unitedtidns Committee on the Facilitation of Internaéibn
Trade through its Working Party 4 on facilitationdadata harmonisation created a syntax dealing
with the exchange of data, merging the Europeautisok called Trade Data Interchange (TDI) and
the solutions developed in the USA by the Amerisational Standards Institute. UN/EDIFACT was
recognised as the worldwide standard for the exghai electronic messages. The syntax became an
ISO Standard together with the Trade Data Elemgirectory (TDED). Presently these standards are
maintained by ISO under the numbers ISO 9735 (UNFEQT) and ISO 7372 (TDED). Today there
are approximately 250 UN/EDIFACT messages. Thestgteblished directory containing segments
and data element definitions is the version 05Badory.
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ANSI and especially the committee dealing with sf@ort messages (X12) did further maintenance on
its standards and developed some other data d@tsled to the situation that for a long time two
standards were used. USA has indicated that dseofdgar 1998 ANSI X12 would not publish any
new standards and only do the necessary mainteoante published data sets.

The difference between the TDI standards and th8lAdlutions was the fact that TDI had a fixed
format whilst ANSI created the possibility to woskith terminators. This possibility made solutions a
lot more flexible and this has been taken over wherJN/EDIFACT standards were developed.

As many solutions were shared and worked on togetieiously the two standards look similar but
still do have some fundamental differences. Alsoa ot of work on UN/EDIFACT has been done by
the US colleagues to ensure acceptance and haedosidutions this sometime led to very generic
solutions which made implementation quite ofteflicift and different. But slowly acceptance of the
UN/ISO standard has been accomplished and todaywge humber of messages based on the
UN/EDIFACT syntax are exchanged on a daily basiddvade.

It must be emphasized that the two standards mmesdi@bove, UN/EDIFACT and ANSI X12,
although very close, are not fully compatible. Tisig significant problem as US business operations
still tend use X12 while UN/EDIFACT is normally uben Europe.

As for the Asian countries, there are several dtimetandards in use. However, for ship clearance
there is also a clear development in use of UN/BF type messages, in particular for container

shipping.

5.1.2.2. XML

XML stands for "eXtensible Markup Language”. XMlestribes a simple, extensible syntax for
documents. However, XML extends beyond the syatakbeyond documents. It is supported by its
so-called ‘companion standards' that enhance tigesyatax - for example, the ability to query. ¥he
form a complete toolbox for publishing and appli@atintegration.

The World Wide Web Consortium (W3Cdeveloped XML as a replacement of HTML to overeom
the limitations of the latter. SGML (ISO 88J% a meta-language to define specialised vocaiksla
HTML® was one of these specialised vocabularies. XMha smplification of SGML but XML
importantly retains SGML’s meta-language aspect.

XML extensibility allows a complete toolbox of supfping standards rather than making it just a
syntax. XML extensibility also makes it is an elmadp standard; it does not specify a standard
structure but a mechanism to define such structuitesother words, there is no such a thing as a
"standard XML invoice" but there are mechanismsreate documents such as invoices, catalogues,
or tax declarations and standards driven tool®talite to process them.

Internet technology such as XML will facilitate trexchange of structured documents over the
Internet but it is of the utmost importance that thyout and contents of these documents remain
clear and in line with the UN/ECE, IMO FAL and WQG®commendations on data content. XML
offers possibilities for the exchange of data frcomputer application to computer application while
also retaining the possibility to display data tbual persons. XML offers more capabilities than it
sister HTML but data standards must still be agraed used for the Schema’s and the DTD
(Document Type Definitions) including the requitags to make it into the easy tool that can be used

1 W3C : World Wide Web Consortium : www.w3.0rg
2 SGML : Standardized Generalized Markup Languagevw®.echo.lu/oii/en/docstand.html#SGML
3 HTML : Hypertext Markup Language : www2.echo.lu/ei/docstand.html#HTML
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consistently throughout the transport chain byif@mtance shippers, ships, terminals, ports and by
small companies involved in shipping.

XML can be converted easily into any language asdbntent is structured. The software tools to

handle XML such as browsers are readily availablewever, the need for standards is still a

challenge as otherwise the flexibility will lead tany different documents and different textual

information. This easy adoption of XML may easibatl to a multitude of mappings because anybody
effectively can send anything in any form of XML ssage. Lack of standardization, even in small
details, will result in undefined contents and léa@onstant manual intervention. XML’s use of text

instead of digital codes can also easily lead tbiguous information if textual content need to be

translated before use.

Presently work in UN/ECE is being done on the cotst®f the XML messages by defining Models
using UMM - Unified Modelling Methodology. This inurn shall lead to a library of core
components. The ISO and the UN have publisheditsiedraft Core Components Library UN/CCL
in 2006.

In the meantime, hardware technology was movingatde the adoption of technical standards of
communications that made much easier the interatiomebetween two systems, and in the 90s
practically there was no technical problem for sdigttogue.

5.1.3. General functions

The MarNIS National Single Window concept shouldintyabe looked at as a data repository and
exchange facilitator, together with some additioadtled value services related to guarantees of
service etc.

The main user groups for the proposed Nationall&M¢gndow concept are the following:

» Transport managers (TM)These are the ship owner or its representativedsaanociates, e.g.,
ship’s agent, freight forwarders etc. In most cdkese will enter data into the system and request
services from the other user groups;

e Operators and service providers (OSFhese are entities related to giving serviceshoship
when it is in or near the port. This also includewigational services related to passage to
national waters, e.g., VTS notifications and tugpdot services. These agencies need to get
necessary data on ship and cargo as well as expacteal and departure times. They also need
the service requests from the ship and will in tanknowledge these requests, positively or
negatively;

» Authorities (AUT).These are, e.g., port and coastal state repréisestaborder protection
agencies, marine safety and security agencies @ot.sThese will generally be responsible for
checking the arriving ship and cargo and grantairgnmant permission to enter the port. These
agencies need data on the ship, the expected laiimea and will in return give admittance to
national waters and ports;

* Inter-port agencies (IPA) These could be SafeSeaNet or other entities, day. the
implementation of LRIT (Long Range IdentificationdaTracking) that need data on the ship’s
passage between ports. In principle, also the ptate authorities will normally also be
represented in this group to cover movement ironatiwaters, between ports. With SafeSeaNet
forming the core of the MarNIS National Single Womd approach, a standardised system would
be in place in Europe in order to implement funasidor these users.

The above classification is provided as a rougicattn, it is noted that different ports and coigs
organise their stakeholders very differently. Sa@ramples of important users are listed in the table
below:
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Table 1 — SWusers list and requirements

User Group | Function Data requirements

Ship or ship's| TM Provider of much of the data below  Acknowledgetse

agent mainly

Port planner OSsP Allocation of berth, ISPS, ParSize of ship, ETA

Port safety] VTS/VTMIS etc. HazMat etc.

planner

Port state AUT Clearance, port state controldentity, ETA, HazMat

authority planning etc.

Coastal state

authority

Port manager OSsP Berth, linesmen, etc. ETA, shige, skpecia

requirements

Coastal OosP Pilot, tug, VTS early warning etc. Identity, zesi thrusters

navigation ETA, HazMat etc.

services

Immigration AUT List of passengers and crew List of passengarsl

authority crew

Health AUT Health certificates, if necessary Health cegétes, if

authorities necessary

Agricultural AUT | Check living cargo for diseases ahBelevant cargo details

authority other issues (plants, animals)

Customs AUT Clearance of ship, crew effects an@rew effects, on board

authority stocks stores

Customs OSsP Clearance of cargo Cargo details.

authorities

Border AUT Drugs (usually customs), terrorismShip identity, crew and

protection, illegal cargo, suspicious ships etc. | passenger lists,

Military

Port services OSP Fresh water, waste, etc. Deffaitquirements

Stevedore OSP Off and on loading general cargg ddatg, bay plans

SafeSeaNet IPA Safety and security monitoring 8hip details, ETA
Europe HazMat and other

Port state IPA Overview of ship movements arghip details, ETA
related safety aspects (dangerottazMat and other
cargo) in national waters

As mentioned above, this is not an accurate or tefist of users or even user roles. However, it
shows some examples of what kind of data is reduiyedifferent users and the significant overlap in
data requirements that leads to retransmissiomrgklvolumes of data to different receivers. One
significant contribution from the National SingleiMiow concept approach is the more efficient data
collection and distribution by providing one singlled common database to the users.

The index database issue for inter-port authoriteflects the way SafeSeaNet (SSN) works today
where the use of reference data in other data lagaesSSN itself is a central point.
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5.1.4. Data Harmonization

Data harmonization is an iterative process of aapju defining, analyzing, and reconciling
government information requirements. Iterativeliis tontext means that this is a cycle. It is ljigh
unlikely that any government will be able to acledxarmonization of all agencies/departments at one
time. Governments should consider prioritizingrages' requirements. This prioritization could be
based on volume or other government priorities saglrevenue, supply chain security, etc. For
example, every international trade transaction iregunformation for Customs, transportation, and
statistics and may be considered as the firsbfiegencies. Another factor for selecting and agen

is the agency’s willingness and desire to partigipa the Single Window. The important point isttha
after completing the first tier of agencies, thegass is repeated as additional agencies partcapeat

as additional requirements are identified. Thespsstire defined as follows:

a) Capturing - Capturing means identifying and inveyittg agencies' requirements. This is
accomplished a number of ways such as review afiage forms, automated systems
requirements, regulations, etc. This informatian be organized in an Excel spreadsheet
or other software tool;

b) Defining - Defining the information requirement gitical. While information is
identified by name, the meaning, what informatisrconveyed by the element, is more
important;

¢) Analyzing - The process of analyzing the informatmmnsists of gathering similar data
element names and having a full understanding efd#finition and the information
required;

d) Reconciling - This is the final step in which théseagreement to use one data element
name, a common, definition, common coding, anddsteth messaging reconciled with
the international standards of the United Nationad& Data Elements Directory
(UNTDED) and similar instruments such as the WCOtaDenodel and the IMO
Compendium.

One way to perform this process is described by UNCEFACT Core Component Technical
Specification. As UN/CEFACT traditionally has playan important role in electronic commerce it is
necessary to consider this mechanism also for SMtihdow developments.

5.2. Single Windows

5.2.1. Background

In the late eighties and early nineties, some pteteloped new procedures to unify documents of the
same nature which were submitted to different atvmations, such as the Cargo Manifest submitted
to Port Authorities and to Customs, or Ship Calh&ests and Clearance documents submitted to
Harbour Masters and Port Authorities. It occurréattdifferences and particularities between
countries, but also, between ports, led them tdémpnt their own particular system. Nevertheless
many of them tried to unify procedures by creatimtgr-port working groups: i.e. the PROTECT
group consisting of ports in Spain, Rotterdam, HargbBremen, London, Felixstowe and Le Havre.

These ports believed that it was unnecessary te fehipping agents to fill in similar documents

addressed to different administrations, and theeefthey unified documents and allowed shipping

agents and masters to submit them just to oneeoiiniblied administrations. The administration that

received these documents used to be the strongeshaach port, which usually was the one with

more leadership capabilities over its area of arlte. Once the document was submitted to this
administration, it was responsible for distributibgp other parties, such as collecting respoffises
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them and distributing these to agents. Thus, alSWgndow was created to submit one document
just to one administration, being responsible fetributing it to other administrations implied
therein. It is important to make clear that the gRinWindows developed supported just one
procedure, and therefore, ports created as margleSilfindows as procedures needed. That is, one
Single Window for Manifests, another Single Windéw Ship Calls, and so on. Also, ports, local
governments and national governments had to prodidehever regulation they needed to support
these Single Windows.

The next step was to avoid paper and therefores moeated IT platforms to support these Single
Window procedures. These IT platforms allowed temtransactions of documents according to
EDI standards. In that time, EDIFACT messages wsed by almost everyone. These EDIFACT
transactions were usually supported by specialicethpanies called Value Added Networks
(VAN's), which facilitate EDIFACT translations, mesge validation, privacy, integrity, no-rejects,
and so on. The Internet provided latter IP transioisof all these EDIFACT messages.

The largest ports usually created local VAN's toplement these IT platforms for their Single
Windows, sometimes as an extension of their IT depmts, sometimes by creating companies
owned by them, or even, although less often, bywatlg their companies to operate these Single
Windows in their ports. Also one comes across #se©f Spain where a national Single Window for
Manifests was created.

It could happen that an agent, shipping companytmmever had a private VAN as general supplier
of telematic transmissions, and therefore thisgteWAN had to interconnect with the VAN that

supported the Single Windows to send whichever aggss required. Or it happened that actors
contracted directly to these specialized VAN’s $upporting these Single Windows. In this case,
actors usually managed these VAN's to provide furtielematic services (EDI transmissions
different to the ones from Single Windows). Thisswhe beginning of Port Community Systems, as
the extension of Single Window VAN'’s to other ERdrismissions.

Nowadays, Single Windows are supported by Recomatamd33 of United Nations, which defined
IT solutions for Single Windows as Business-to-Gaweent solutions.

5.2.2. Definition

From UNECE Recommendation 33 a Single Window iseefas:
A facility that allows parties involved in trade @riransport to lodge standardized
information and documents with a single entry pdmtfulfil all import, export and
transit related requirements.

5.2.3. Single Window requirements

The introduction of a Single Window will often firsequire a feasibility and requirements study to
determine the potential scope of the Single Windihe,level and nature of demand, data and other
information requirements, legal issues, scenarwsiriplementation (including possible phases of
implementation), potential for and nature of a fpitoplementation, the cost of implementation under
the different scenarios, other resources requinethén, technical, etc), potential benefits andstisk
time frame, implementation and management strategy.

However, one can say that the single most impogearequisite for the successful implementation of
a Single Window facility is the political will ohe relevant governmental authorities to coopenatke a
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also the full support and participation of the ilwaa business community. The basic legal framework
— including the introduction of privacy laws andes — providing privacy and security in the
exchange of information will also have to be depelh

When implementing a Single Window, governmentstaade are strongly encouraged to consider the
use of existing, recommendations, standards, aoid tibat have been developed over the past number
of years by intergovernmental agencies and intemmalt organisations such as UNECE, UNCTAD,
WCO, IMO and ICAO. The use of such standards, duiee and available tools will help to ensure
that the systems developed to implement the SMgielow are likely to be compatible with similar
developments in other countries, and should alfm hdere required in the exchange of information
between such facilities over time.

It is evident that implementation of such a serviegquires a strong effort by all the involved
authorities, a good coordination and standardinatio at least an adaptation and harmonisation of
procedures and documents.

5.2.4. Customs Single Window

The European Commission has initiated an electrougtoms project aimed at replacing
paper format customs procedures with EU wide edeatrones, thus creating a more efficient
and modern customs environment.

One of the element hereof is the Customs Singled@¥in this having the objective to enable
economic operators to lodge electronically, andeardy, all the information required by
customs and non-customs legislation for EU croggddanovements of goods. The initiative
is currently presided over by DG Taxud.

The following benefits are envisaged:

» for the administrations:
efficient risk management, increased streamlinsngplification and security of
the customs operations, easier cooperation witbr@bvernment authorities,
even those in different member states.

» for the economic operators:
streamlining the lodging of supporting documenssiténg in time and money
savings; ability to request licences and certiBsdtom competent bodies.

It is interesting to note that the Customs stade tiere will be “at least one” Single Window
per member State. In line with other arguments tiues arise as to the singular nature of
these reporting portals and without the relevanipeoation between authorities the Single
Window concept may risk not fulfilling its objectig towards reducing the reporting burden
and create the same situation as with current Egciives whereby multiple stakeholders
require multiple (individual) reports.

5.2.5. Some further examples

Over the last few years various ‘Single Window’ cepts and implementations have been developed
and effectively introduced. A selection of thesedels is outlined below:
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* A single authority: Customs co-ordinates and/orossds all border-related controls. For
example, in Sweden and the Netherlands, Customse@dfperform many tasks based on
assignments from other governmental authorities;

» A single system, integrating the electronic collatt use, and dissemination of international
trade data related to trade that crosses the bofemrexample, the United States established
a pilot program that allows traders to submit stadddata only once and the system
distributes the data to the agencies that havatarest in the transaction;

» An automated system through which a trader can guldectronic trade declarations to the
various (controlling) authorities for processingdaapproval in a single application. In this
approach the approved permits are transmittedretécally to the sender's computer. Such a
system is in use in Singapore and Mauritius. Moeeow the Singaporean system, fees, taxes
and duties are computed automatically and deddaiedthe traders' bank accounts.

When considering the above models, it is importargicknowledge that although many business and
trade practices are common across all countriesh eauntry will also have its own unique
requirements and conditions.

In practical terms, the Single Window aims to exggednd simplify information flows between trade
and government and bring meaningful gains to alligminvolved in cross-border trade. The Single
Window is generally managed by one central agewbich informs the appropriate agencies, and/or
directs combined controls. In many cases, the 8indlndow provides facilities for payment of
relevant duties, taxes and fees.

A Single Window does not necessarily imply the iempéntation and use of high-tech information
and communication technology (ICT), although faaflon can often be greatly enhanced if
Governments identify and adopt relevant ICT tecbgials for a Single Window.

Quite a number of electronic exchange facilitiestein ports and some of them do realize an
approach to a Single Window. A small selectionuafirssystems is briefly described below:

5.25.1. PortNet

PortNet is an information system aimed towards ipliog a national Single Window facility for
collecting all authority notices required for shgusiving to or departing from a Finnish port. et
also distributes the information to all parties camed, within the limits of their privileges toath
information.

The PortNet system is presently managed by theighindaritime Administration, but is owned by
the PortNet community that consists of the Finfiritime Administration, the Custom’s as well as
the 20 largest ports. Information stored in PortiNetsed by all authorities: Maritime Administratjo
Frontier Guard, Custom’s, Marine defence forces thedports. The information is also used by the
Ministry of Agriculture, as an information soura® inspections of imported food and vegetables.

PortNet is a service network intended for navigatamd port functions. The system electronically
directs outgoing vessel, timetable, cargo, andratbéces that are updated in a centralised databas
accessible by everyone involved in port operatams navigation. The documents can be sent via the
Internet or a company’s own system using UN/EDIFA@TXML formats via FTP transfer (about 70
%) or can be input using the web-interface of Pettlfax can be used to give additional info to main
documents. The access to the system can be mddeiddbtranet and Internet.

The services cover a number of functionalities,hsas berthing requests, Dangerous Goods
notifications, and Customs declarations. The messagpported are: IFTDGN, CUSCAR, CUSREP,
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WASDIS (directly in UN/EDIFACT), and the related ERAK, BERMAN and PAXLST in the
equivalent XML.

Messages are sent to the SafeSeaNet index-serveEMSBA (European Maritime Safety
Administration) on port calls, routes, security s@@s and dangerous cargo notices.

5.25.2. Portel

The PORTEL system is a Single Window platform csinsg of a number of platforms intended to

serve the Spanish ports on a national basis tBohieauthorities of those ports. The PORTEL system
manages the entrance of those documents and tharge with governmental institutions such as
ports on a National level. The system mainly cdes® web-based windows to be used for the
introduction and handling of documents concerningrttbing request and dangerous goods
notifications.

Portel developed and implemented different spec#pplications for freight forwarders (the
EMPURIES application); shipping companies and tlegjents (IPORT) and specific applications
towards the Port Authorities (SIGMA).

The PORTEL system is also used to exchange UN/EDIFAnessages between ports and the
principal users of the PORTEL services are all &taPRort Authorities that provide access to the
PORTEL system to the port community users.

In the port of Valencia an electronic commerce aded additional platform called SIC has been
implemented in order to also handle business dootsndn Portugal a similar system is in
development and is called PorNet.

5.2.5.3. Portinfolink

Portinfolink is the Single Window system used ia ffort of Rotterdam. It has two major functions:

» Be a point of entrance for all players having taldeith the port of Rotterdam for all kind of
operations and tasks to be performed by the poRatferdam related to their vessel, crew and
passengers and cargo;

* Allow a data exchange to all parties in the portRutterdam, Customs, Port Authority and
Governmental authorities. This function includes possibility of translating the messages into a
format understandable by the destination and gjoailh data in a central database allowing
retrieval of the data and handling the data in fiemcof other applications.

It is not linked directly to the International netiks for safety and Security (AIS, SSN); howevér al
data required by the associated governmental nk¢éwisr available at Portinfolink and can be
retrieved by those authorities.

Besides the connection via an Internet browseatlatvs FTP transfer, SMTP (e-mail) and also X-400
connection. The access to the system can be mdlderibolntranet and Internet. The services cover
number of functionalities, such as berthing reqjeBlangerous Goods notifications and Customs
declarations, by means of several messages maamyglléd in UN/EDIFACT but that can be
converted, if required, in the corresponding XMLas&ge. The messages supported are: BERMAN,
IFTDGN, CUSCAR, CUSREP, CUSRES, WASDIS, and thateel APERAK. Besides, it handles
also the container-related UN/EDIFACT messages (&N, COARRI, CODECO, etc.).
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5.2.5.4. Other systems
Other existing systems that implements electrognidifies are:

Portnet system of the Port of Amsterdam. A systeecifically designed for the exchange of
information towards all documents between shipsng and the Port Authority and less towards
the cargo related messages (Terminal operatois)béised on FAL documents;

PortIC or Portic system used in the Port of Bant&jo

DAKOSY (DatenKommunicationsSystem) in the Port afnkburg. It is an IT system allowing
the interchange of documents between all invohvadigs; the message format will be XML and
specifically designed for the Dakosy system;

FRS Swedish Vessel Reporting system. It is a Sikgledow concept used by the Swedish
Maritime Administration. The system is used forsads approaching a Swedish Port and to take
care of the ordering of pilots, tugboats and maprih the vessels in any Swedish port. The
Swedish Administration is the sole provider of faevices in Sweden. Waste announcements are
also directly handled via the FRS. Cargo announaggnare handled via the customs and the
Terminal operators and the ship’s agent is maknegdieclarations directly with them (fax, e-mail
and EDI messaging). For some specific applicatitees breaking etc.) a linking exists with the
Finnish system (PortNet);

A good example of also the authorities’ interestelactronic data systems comes from ltaly,
where Customs has implemented a telematic systei@ustoms Clearance named AIDA. Also,
the Italian Ministry of Transport is undergoing ambitious project for the development of an
Italian VTS covering all the major commercial pofd8 local installations, plus 14 area centres
and a national control centre in Rome). The adaptb new technical instruments has thus
opened a new series of problems related to haremomsof national laws to international rules,
and here the concept of Single Window can playra maportant role.

5.3. Maritime Information Management (MIM)

In support of the eMaritime concept as under dgraknt within DGTREN, the MarNIS concept has
put forward proposals for the information and imfi@ation exchange structure, Maritime Information
management (MIM). Simplification of reporting regprinents and the creation of interoperability
between different member State systems and sepiardde for coherence, transparency and
efficiency. Based on the single reporting from kester and/or agent all processes can begin.

With respect reporting requirements and the apiilitg according EU Directives and international
requirements the reader is invited to addresseparate study specification entitled: SE1.6.2 Revie
of Directive 2002/59/EC and associated initiatives.

All developments within MarNIS are according thecedled MarNIS decalogue, namely:

Maritime data can be gathered until a unique sisgteof data is achieved;

Public roles and duties are the same in the whdiumpe;

Member States distribute those roles between gehorities as they wish;

A subset of data can be assigned per public role;

There are commercial sensitive data, public datipalic sensitive data;

Public Data and Public Sensitive Data can be shagtgleen Authorities in Europe (per role);
PCS’s in Europe play a relevant role in the magtimisiness, which perfectly match with the
idea of MarNIS;

NogopwdhE
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8. The MarNIS Concept is aligned and complementari wie IMO and IALA e-Navigation
concept;

9. Technology is not the target of the MarNIS Natiogalgle Window concept, but a medium
to get its practical deployment in year 2012-2020;

10. The MarNIS Single Window concept is SINGLE for thkole of the maritime public
procedures and Authorities in Europe.

The MarNIS Maritime Single Window concept is basadoure EDI transactions through protocols of
the Internet for mail exchange and file transf@® TP, FTP, etc), avoiding the use of web services
or any other technology for integrated and/or faised web systems, which means that EDI
transactions are independent of the system used.

The main purpose of Maritime Information Managemastproposed is to seek means in which the
current reporting burden, as indicated here belowhe left, can be improved upon to the extent

where all reporting required by authorities concegrihe voyage of a particular vessel can be done s

in an as effective and efficient manner possitdepraposed according the diagram here below on the
right.

Navigational
information

.
i Port
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Port
planning
"tool”
Customs
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5.3.1. Elements of the infrastructure

Vessel and agenttnder current Directives and various regulationd mres the Master is faced with
a tremendous reporting burden, often having to sred same information numerous times to
numerous different authorities. In the MarNIS cqidbe Master is required to report once through
the port notification to the destination port achorage. All relevant authorities and serviceslaee
provided the information required by them throulgh National Single Window.

Authorities: Authorities requiring information from maritimeaffic and transport are numerous and
fall under the traditional maritime authoritiescbuas port, coastal, search and rescue and paoljutio
other authorities such as security, customs, inmetiigm, health and border control. Each currently
makes use of their own means for maritime infororatmanagement and would benefit from
increased access to data and interoperability. NTAaeNIS concept provides for a harmonised and
coherent system for the exchange of all relevantimation.

SafeSeaNet (SSN™): SafeSeaNet currently acts as an index servewyialipthe authorized user to
find information on notifications, cargo manifest®yage history and incident history. Basic data is
held within the SSN system whilst contact points rovided for further information on for example
dangerous or hazardous goods. The MarNIS concefgages an expansion and strengthening of the
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role of SSN into the so-called SSNproviding a more efficient service through theN$$ Core and

the SSN++ Portal leading to more added-value throing generation of notifications to coastal
authorities on ships likely to pass through thed#as of jurisdiction as well as consolidate reptots

all authorities. connections to the National Singlendows (NSW) and The SSNCore, being the
central server system, will consist of an Europeaiex Server (EIS), Request and Response (R and
R) server, voyage plan server, Long Range Ideatific and Tracking (LRIT) database, retrieval of
information and SITREPS on lost containers, on-g@AR operations and update of Estimated Time
of Arrival (ETA) messages. In addition to dedicattatabases SSNalso has access to reference
databases such as Equasis. The SSN++ Portal soosigte National Single Window (NSW), this
being the gateway for users to provide and redsigenformation.

National Single Window (NSW): Under MarNIS, each member State maintains a NaltiSmgle
Window, receiving notifications from ships intengdito enter a port in it's waters and ensuring the
directed distribution of derived messages to the, pther authorities (such as customs, immigration
etc.) as well as handling requests for informatoclarification. The NSW is the contact point viith
the total SSK structure and ensures that the appropriate infiiomas in the first place made
available within the index server and secondly late to requesting authorities from other member
States.

Port Single Window (PSW): Under MarNIS, the Port Single Window is the infation
management system for the port authority and pesvidr a central collection and distribution of
information coming from the port environment andjuieed by either external authorities as
additional information to the ship notificationsfor internal (local) authorities and maritime dees
requiring specific information within the port itednformation provision to external partners is @an
authorised basis only.

Port Commercial Community Systems (PCCS)The considerable investment that ports and their
communities have made in systems aimed at thatéich of information exchange should not be
ignored but embraced in the overall MarNIS concé&ptthis end the so-called MarNIS Node allows
for communication between different PCCS in différports as well as “feeding” the PSW with the
required information.

Maritime Operational Services (MOS): This is a new concept integral to MarNIS desigted
provide for routine, enforcement, preventive, aachedial services in the search and rescue area in
the form of monitoring and the co-ordination andvision of response services. Going one step
further than the Green Paper, MOS promotes praacsiervices to avoid incidents not only
developing but also occurring in the first placeiné&ions such as SAR, VTS, enforcement, oil
pollution response, risk determination, use of gdacf refuge through the use of temporary Maritime
Assistance Services (MAS) and sending EmergencyirigpWessels (ETV) are combined in a MOS
centre; people responsible for one or more of thas&s can share the same information and
equipment and co-operate in performing their taBk®S is a user of the information management
system but also provides updates detected fromelgesailing under their area of responsibility. SThi
may include, for example, updating the ETA as detbwia the AIS base station from the AIS on
board.

5.3.2. The information flows (messages used)

Port Notifications: The Master and/or agent of a ship bound for a poranchorage within the
European Community sends a notification contaiithgnformation required by “Authorities” to the
NSW of the member State having the port of destinafThis notification can be seen as one single
report and replaces the separate reporting reqtodaly. In practice the information may be sent by
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the Master (ship related) and agent (cargo anditfesirelated). The NSW will redistribute the
information to the relevant authorities and SS messages according to the FAL convention and
Entrance Profiles (PEPS) in so far as they areleammting each other.

PEPs/PDPs:An Entrance Profile (PEP) is a structured and iseneport containing the information
on a given aspect of the arrival of a ship in & poranchorage which will be used by the authesiti

to make a decision regarding the entrance of thgt §he background of a PEP is based on the
increasing international rules which need to besadl by ships when arriving in a port of the
Community. The PEP provides an opportunity to néermation from other ports in the Community
and as such contribute to the efficiency of the pemwell as contribute to the reliability and dgtyabf

the information to be received. PEPs are derived Aarival Information; Port Planning; Safety;
Dangerous Goods; Environment; Security; CustomsgiltHelmmigration; and, Emergency. Similarly
a Port Departure Profile (PDP) contains the infdiomarequired for departure procedures.

In order to reduce inspection work of the PEPsldise port of call sends a consolidated PDP which
may be used to reduce inspection work if the aitthoonsiders that the information in the preceding
port is checked by a “trusted source”. On top @it tfeliable information that is contained in the
system needs not to be reported over again.

PEP information may be cross-referenced to infoienathich is available in SSNand in databases
that are connected to SSNThe Cross Reference Checks (CRCs) are made hétholjective to
check the reliability of the information and mayibeoked by the Harbour Master or by a competent
authority that checks the PEP. The CRCs go to B&/Mind, when all CRCs are collected, are sent to
SSN™ in order to check the information in its availablatabases. When the information is checked
the results are sent back to the requestors anautierities are now in a position to assess the
information.

Retrieval through SSN™: Other than CRCs, an authorised user of SSiay also retrieve
information through requesting SSNor further details or the location thereof.

ETA messages:Much of the information reported in the port nigtition is static however the
Estimated Time of Arrival may be updated or ameniedhe Master, on request of the owner (ship
or cargo) or on request of the port of destinatibis not the intention that the Master reportteac
time the ETA is updated; instead this will be ®tdd from the Automatic Identification (AIS) or
LRIT messages. The NSW will inform the relevantauities as and when an update is received.

Voyage plan messagesShips calling at an EC port will normally transitastal areas of member
States other than those of the final destinatiororter to assist MOS centres a voyage plan server
located within SSN' will calculate the most probable intended routeao$hip, based on port of
departure and destination as well as known shippiates, and inform MOS centres along this route
of the predicted times and place of entry in eddh®centre’s areas of operation.

Alert messagesin the event that a ship has been identified angaa potential risk or is of special
interest for security, customs, immigration, bordelice and/or health, alert messages may be sent t
all MOS centres along the route indicating the reataf risk so that the MOS can determine
appropriate monitoring and preventive actions.

MOS messaging:Automatic reports containing identity and positafrvessels under the coverage of
AIS base stations are received by a MOS centreng IRange Reporting (LRR) information will be
received through a European Data Centre , wher&émtity and position information is provided to
a MOS centre through the NSW. All SAR messagingt agists today, will be handled by a MOS
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centre. ETA changes will be automatically deteced sent to the appropriate NSWs. These ETAs
will update the already sent port notifications.

The diagram below represents the flow between iffierent actors which participate in the National
Single Window Concept (Agents, NSWs, SSN++, Autines). These actors interchange the
messages PAN/PDN, PEP/PDP, and SSN NOT Ent/Dep.

SSN NOT(Ent/Dep)
2 T 2
pAN/PON 5 NSW EP/PDP1 .. B
— = Member — e
g Statel ™~
% ate EP/PDPn — g +
=3 — +
-y . ﬁ
| P
SSN NOT(Ent/Dep)
: ST i §E
£ Nsw <) v
PAN/PDN £ PEP/PDP 1 e
+«—— = Member L — T
™ S - . L
§: State 2 PEWPn : . =
8 <——\> J uthorityn

PAN: Port Arrival Notification (180 data elements)
PDN: Port Departure Notification

PEP: Port Entry Profile (one per Authority: Harbour Master, Port Authority, Innmigration, Customs, etc)
PDP: Prot Departure Profile (one per Authority)

SSNNOT ENT : Safeseanet Notification (Entry )
SSN NOT DEP: Safeseanet Notification (Departure)

5.3.3. Admission and port clearance procedures

The Port Clearance Procedure (PCP) is a procedesigried to assess the results of the different
PEPs in order to allow the ship to enter a Commpuott.

The master and the agent provide information toNB& by means of the port notification. This
NSW composes the PEPs and sends them to the diffatghorities. The NSW sends also the
information of the consolidated preceding port PPthe different authorities. They assess the
information contained in the PEP and may senddk Iva the NSW to obtain a crosscheck. This cross
check is to be executed with the support of thaltkes within SSN++. When the information is
found this information is sent back to the diffdrenthorities and they give their final assessment.
The results of this assessment go to the NSW wimidlarn sends the information to the Decision
Support System (DSS) of the responsible authofihe DSS assesses the information based on a
prescribed screen and communicates the decisithe tauthority who will, if agreeable, communicate
this to the ship and the agent through the NSW.

SKEMA/SE3.1.2/CETLE/15062009/version 2.0 27 of 29



SE3.1.2 Information Management -
) SKEMA

Special rules will apply to determine the way iniethentrance might be provided. The result of this
assessment is one of the following: Unrestrictela@ce, entrance with special requirements and no
entrance. These rules will be established in céaisoth with the competent authorities.
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